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A Year After Stuxnet:
Understanding the World’s First Cyber Super Weapon

The Discovery of Stuxnet

According to many security experts, the first real attack of digital warfare has just been launched, marking the beginning of a new era where nations initiate clandestine attacks in cyberspace for political reasons.  This attack came in the form of a virus, known as Stuxnet.  VirusBlokAda, an antivirus software developer based out of Belarus, discovered the virus in July 2010.  Evidence suggests, however, the virus ran wild in cyberspace for several months before discovery.  Microsoft, for example, believes the virus’s code may date back as far as January 2009 [2].

Nothing is all that unusual about this; many new viruses are found each day and many are, likely, never found.  What is unusual about Stuxnet, however, is its target.  Stuxnet targeted the Programmable Logic Controllers (PLCs) on Siemens’ computers.  These computers are responsible for controlling large industrial systems in places like factories and power plants [1].  Because the Siemens’ computers are not connected to the internet, Stuxnet employed a very sophisticated dropper system in order to infect its targets.
The Infection Begins

The dropper for a computer virus is the mechanism the virus uses to infect systems with its malicious code.  The first stage in Stuxnet’s dropper is actually fairly simple; the virus was placed on USB sticks.  When plugged into a Windows computer, the virus installs itself [4].  This is interesting for a few reasons.  First, the fact that the virus was initially propagated through the use of USB sticks goes against conventional worm methodology which aims to infect as many systems as possible.   This indicates that the virus was not intended to infect the entire internet but rather the attack was directed at a specific target, in this case an industrial plant.  Additionally, the USB sticks allowed the virus to attack networks not normally connected to the internet, such as those found at industrial plants.

Furthermore, the USB sticks would need to be physically plugged into a system in order to infect it.  One method the attackers could have used involves an old ploy developed by hackers in the 80s.  The ploy goes something like this: hackers infect many different USB sticks with the virus.  They then label the sticks with something like “2011 Payroll” or “Vacation Pictures.”  The idea is to leave these sticks laying around in public places near the target, and people who work there will find them and out of curiosity plug the sticks in.  It works really well.  Human curiosity, it turns out, is a powerful tool hackers make great use of.
Another possibility is that the attackers had a member who worked at the target.  This would mean the attack was an act of sabotage.  If this is true, it also says something about the level of sophistication of attackers.  To have an insider, they would have either needed to get one of their members hired there or they would have needed to turn one of the workers to their side.  Both of these takes time and patience which further indicates that Stuxnet’s target was extremely specific.  

Stuxnet Spreads

The virus truly begins to show its sophistication after it installs itself on a Windows machine from the USB sticks.  From there, the virus scans the network it is on and proceeds to infect every Windows computer it can find.  It does this through the use of four zero-day exploits [4].  Zero-day exploits are vulnerabilities not known to the company making the software, in this case Microsoft.  Extremely rare and prized by hackers, these exploits take an enormous amount of time to track down and fix.  Furthermore, systems must be patched to fix these vulnerabilities.  Most high performance systems are far behind in their patches because people don’t want to accidentally break the system.  This means that zero-day exploits tend to persist and are extremely reusable.  The fact that Stuxnet used four of these exploits indicates an extremely high level of expertise on the part of its developers.
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Now, these Windows machines that Stuxnet infected weren’t really its target.  Rather, the virus used them as a platform from which to find and attack its actual target, the PLCs.  Stuxnet used the Windows machines to search networks looking for these controllers.  Once it found a PLC, Stuxnet put the controller’s configuration through a rigorous set of tests and would only infect the controller if that controller had a certain configuration [5].  The virus effectively fingerprinted all PLCs found and would only infect the PLC if an exact match was found.  This is extremely unusual for a virus: most conventional viruses try to infect as many systems as possible.  Even more than the use of USB sticks, the fact that the virus only infected certain controller configurations strongly indicates that the Stuxnet attacks had a very specific target. 

Virtual Bombs that Cause Real World Damage

After finding a target, Stuxnet deployed its payload and began its real purpose: attacking and physically destroying different industrial components.  The virus accomplished this through the use of two different virtual bombs, a large one and a small one.  The large bomb, manipulated small clusters of valves, physically opening and closing them to change the rate of flow of gasses and liquids.  The smaller bomb controlled centrifuge rotor speeds; speeding the rotors up and slowing them down at specific times in the PLCs control loop.  This would barely be noticeable to a human observer, but they would wreak havoc on a centrifuge. Overtime, these two bombs can cause rotors to break and the centrifuges to physically explode, causing extreme physical damage to the industrial plant under attack [4].

To make matters worse, Stuxnet made extremely clever use of what’s known as a man-in-the-middle attack.  A man-in-the-middle attack is “like in a Hollywood movie, where the bad guys feed observation cameras with unsuspicious prerecorded input” [5].  Effectively, Stuxnet hijacked sensor data and inputted legitimate prerecorded data to the controller.  This has two major side effects.  First, the sensor data looks valid which causes maintenance engineers much frustration and many delays as they attempt to figure out what is going on with their centrifuges.  Second, and more importantly, the prerecorded data effectively neutralizes all digital safeguards.  

Valve regulation and rotor speed are both controlled by computers in modern plants because quick changes must be made in order for the plant to run safely.  If a centrifuge is running to fast or too hot, there isn’t time for a human to notice the problem and fix it; the problem needs to be dealt with immediately, sometimes within a millisecond.  Rotors need to be slowed down or valves need to be opened to all for some cooling without delay.  Stuxnet makes the legitimate code think that the systems are functioning correctly, so that these safeguards can’t fix the problem and the malicious code can destroy the centrifuges without interference.
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Even as sophisticated as Stuxnet’s dropper is, the two bombs and the man-in-the-middle attack are much more so.  These parts of the virus show an extreme familiarity with the code used by Siemens controllers which they attach to and change just enough to cause the damage [4].  The prerecorded inputs especially show this, as the attacker would need intimate knowledge of the workings of these controllers in order to know the exact inputs needed to make it seem as if nothing were wrong.    This indicates that the developers not only are highly skilled programmers but also that they know the Siemens code inside and out.  
The Target
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Stuxnet’s code indicates that it had a very specific target, and this begs the question: what was its target?  There is currently no true answer to this question, but data from the attack does suggest a specific target: Iran’s Natanz uranium enrichment facility.  Natanz is believed to be the target for the following reasons.  Firstly, the attack has infected an estimated 50,000 to 100,000 computers, 58% of which are found in Iran [1].  Secondly, out of the 100,000 infections world wide, Iran’s [image: image6.png]


Natanz uranium enrichment facility has had the only known PLC infection [5].  Since no other PLC’s were infected worldwide, all infections outside of Iran are generally seen as accidental.  Furthermore, the Natanz facility is known to have had a 15% drop in production around the time Stuxnet is believed to have begun spreading [1].  Finally, the Natanz facility had to replace around 1,000 centrifuges right after it was infected with Stuxnet.  While Iranian authorities haven’t confirmed that Stuxnet was responsible for the destroyed centrifuges, there are few other good explanations for why so many centrifuges were so suddenly destroyed [13].  The high rate of infection and actual confirmed centrifuge damage lends credence to the theory that Iran’s Natanz nuclear enrichment facility was the target for the Stuxnet attack.    
Where Did Stuxnet Come From?

The next big question is who wrote this virus.  The answer, unfortunately, is that we will probably never know for sure.  No trace exists within the virus to identify its makers, and unless they, miraculously, decide to come out to the world, they will never be found.  That being said, fairly good clues do exist that can help make a somewhat educated guess about who wrote the virus.


To begin with, the virus is extremely sophisticated.  This means its makers are highly skilled programmers which cuts out most of the world as candidates for the virus’s creator.  Furthermore, the virus made use of knowledge only someone intimate with Windows and Siemens code would know.  This lends credence to an argument that the virus was most likely a collaboration between people, as it is highly unlikely that a single person would be familiar enough with both Windows and Siemens code to write Stuxnet.  Most likely, at least a team of two wrote the virus, though it is much more likely that many more than that were involved [4]. Finally, and most importantly, the virus had a very specific target: Iran’s uranium enrichment plants.  Unlike most viruses, Stuxnet did not attempt to steal money in any way.  Instead it actively attempted to destroy highly controversial plants controlled by Iran.  This indicates that ordinary hackers did not create the virus, but rather that a government developed it as an act of sabotage for political reasons.


So who wrote Stuxnet then?  The most common theory argues that the United States and Israel collaborated to write the virus in order to delay and disrupt Iran’s acquisition of nuclear materials which could be used to develop nuclear bombs [4].  This is the theory most experts believe.  The United States and Israel both have enough political motives to have created the virus.  Furthermore, the United States is considered the country most able to write something this sophisticated and intimately familiar with Windows and Siemens code.  Considering how sophisticated the virus is, the only other country that has the skill to have realistically pulled off the attack is China.  China has some of the world’s best hackers and is known to go to great lengths to hack some targets, however, China has less reason to target Iran than the United States and Israel.
Pandora’s Box Unleashed

Stuxnet has set a dangerous precedent.  As the first digital virus that has caused physical damage to the real world, Stuxnet has proven that these attacks can be done.  This will likely cause others to attempt the same feat which unfortunately is not that difficult as the most dangerous parts of Stuxnet’s code are generic.  This code could easily be modified to attack other targets or other types of industrial plants.  Given time, hackers will be able to reverse engineer Stuxnet to attack their own targets [4].  This makes Stuxnet a kind of digital double-edged sword because it is the United States who is most vulnerable to these attacks.  The country that likely created the virus will, ultimately, be the most harmed because of it. 

Furthermore, a new attack similar to Stuxnet has already been launched.  CrySys, a security firm in Hungary, discovered this new virus called Duqu in October of 2011.  The purpose of Duqu is not yet clear; however, its code appears very similar to Stuxnet’s.  This suggests that Duqu may be developed by the same group that created Stuxnet [6].  Whatever its purpose, Duqu makes one thing clear.  Stuxnet may have been the first attack of its kind, but it will not be the last.  
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Figure � SEQ Figure \* ARABIC �2�: Man-In-The-Middle Attack





How Stuxnet Works
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Stuxnet Spreads from Network to Industrial Control Systems





USB Sticks Infect a Network





Figure � SEQ Figure \* ARABIC �4�: Percent of Stuxnet Infections





Figure � SEQ Figure \* ARABIC �1�: How Stuxnet Works








Figure � SEQ Figure \* ARABIC �5�: Map of Industrial Targets [4]








